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CLAIMS 

1. A digital AV data transmitting unit comprising 
■ at lea^L : 

data significance deciding means for deciding the 
significance degree of digital AV data; 

transmitting- side plural ity-of -authentication- 
rules storing^ means storing a plurality of types of 
authentication rules; 

transmittiing-side authentication selecting means 
for selecting one type of rule from the transmitting-side 
plurality-of -authentication-rules storing means in 
accordance with la decision result by the data 
significance dediding means when receiving an 
authentication rLquest; and 
:ingi-sic 

performing authentication in accordance with the 
selected authentication rule. 

2 . A digital \w data receiving unit for 

i 

communicating with la digital AV data transmitting unit 

v 

having at least data significance deciding means for 
deciding the significance degree of digital AV data, 
transmitting-side plural ity-of -authentication-rules 
storing means storing! a plurality of types of 
authentication rules, "tiransmitting-s ide authentication 



transmitting-side authenticating means for 
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selecting means for selecting one type of rule from the 
transmitting- side plural ity-of -authentication- rules 
storing means in accordance with a decision result by 
the data significance deciding means when receiving an 
authentication request, and transmitting-side 
authenticating means for performing authentication in 
accordance with the selected authentication rule; the 
digital AV data receiving unit comprising at least: 

authentication requesting means for requesting the 
authentication ; 

receiving- side plural ity-of -authentication-rules 

storing meanA storing a plurality of types of 
\ 

authentication rules same as those stored in the 
transmitting- slide plural ity-of -authentication-rules 
storing means ; \ 

receiving- ^ide authentication selecting means for 

\ 

selecting the same authentication rule as the 
predetermined authentication rule selected by the 
transmitting-side ^authentication selecting means from 
the receiving- side^plural ity-of -authentication-rules 
storing means; and \ 

receiving-side s^tthenticating means for performing 
authentication at the\receiving side in accordance with 
the selected authentication rule. 
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3. A digital AV data transceiving system 
comprising : 

a digital \AV data transmitting unit having at least 
data significance deciding means for deciding the 
significance degree of digital AV data, 
transmitting-si\ie plural ity-of -authentication-rules 
storing means scoring a plurality of types of 
authentication ri\les, transmitting-side authentication 
selecting means for selecting one type of rule from the 
transmitting- side\ plural ity-of -authentication-rules 
storing means in alccordance with a decision result by 
the data significance deciding means when receiving an 
authentication request, and transmitting-side 
authenticating means for performing authentication in 
accordance with the ^elected authentication rule; and 

a digital AV datV receiving unit having at least 
authentication requesting means for requesting the 
authentication, receiving-side plurality-of- 
authentication-rules storing means storing a plurality 
of types of authentication rules same as those stored 

\ 

in the transmitting-side plurality-of- 
authentication-rules storing means, receiving-side 

\ 

authentication selecting! means for selecting the same 
authentication rule as the predetermined authentication 
rule selected by the transVnitting-side authentication 

\ 
\ 
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selecting means from the receiving-side plurality- 
of-auuhentication-rules storing means, and 
receiving-side authenticating means for performing 
authentication at the receiving side in accordance with 
the selected authentication rule. 

4. Ayiigital AV data transmitting unit comprising 
-a^fe — teas L : \ 

data significance deciding means for deciding the 
signif icance\ degree of digital AV data'; 

control ^riterion storing means storing a 
predetermined ^control criterion ; control -criterion 
reference declaring means for deciding whether to refer 
to the control crVterion in the control criterion storing 

\ 

means in accordance with a decision result by the data 



significance deciding means when receiving an 

\ 

authentication reqbest ; 

authentication^leciding means for deciding whether 
to perform authentication in accordance with the control 
criterion or decidind the type of authentication by 
referring to the conti^pl criterion in accordance with 
the decided result; and 

\ 

authenticating means for performing authentication 
in accordance with the decision by the authentication 

\ 

deciding means and a predetermined authentication rule. 
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5. The digital AV data transceiving system 
according\to claim 3, wherein the transmitting unit has 
the functions of the receiving unit and the receiving 
unit has tne functions of the transmitting unit. 

6. The\digital AV data transceiving system 
according to\ claim 5, wherein three or more of the 
transmitting units having the functions of the receiving 
unit or three c\r more of the receiving units having the 
functions of the transmitting unit are* connected each 
other so that di\gital AV data can be transferred each 
other . 

7. A digital \AV data transmitting unit comprising 
at least . : 

transmitting- slide plural ity-of -authentication- 
rules storing means! storing a plurality of types of 
authentication rules ; 

unit authentication rule information receiving 
means for receiving the information for one type of 
authentication rule owped by a digital AV data receiving 
unit ; 

transmitting-side lauthentication rule fetching 
means for fetching an authentication rule owned by the 
digital AV data receiving unit from the 
transmitting-side plural ity-of -authentication-rules 
storing means in accordance with the information for the 



i 1* 
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authentication rule received by the unit authentication 
rule information receiving means; and 

transWitting-side authenticating means for 
performing the authentication in accordance with the 
fetched authentication rule. 

8 . A digital AV data receiving unit for 
communicating with a digital AV data transmitting unit 
having ot least transmitting-side plurality-of- 
authenticatioli-rules storing means storing a plurality 
of types of authentication rules , unit authentication 
rule information receiving means for receiving the 
information foA one type of authentication rule owned 
by the digital AV data receiving unit, transmitting- 
side authentication rule fetching means for fetching an 

\ 

authentication riile owned by the digital AV data 

\ 

receiving unit from the transmitting-side plurality- 
of-authentication-Arules storing means in accordance 
with the information for the authentication rule 
received by the uni\^ authentication rule information 
receiving means, and transmitting-side authenticating 



means for per forming \ the authentication in accordance 
with the fetched authentication rule ; the digital AV data 
receiving unit comprising at least: 

authentication requesting means for requesting the 
authentication ; 



\ 
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receiving-side authentication rule storing means 
for storing one type of the authentication rule of its 
own ; 

authentication rule information transmitting means 
for transmitting the information for the authentication 
rule; and \ 

receiving-side authenticating means for performing 
authentication in accordance with the authentication 
"13! rule between \this authenticating means' and the 

w transmitting iinit 

.y*" 9. A digi\tal AV data transceiving system 

comprising: 

a digital A^ data transmitting unit having at l e a -si> 
transmitting- sile plurality-of -authentication- rules 

v ■ 

storing means storing a plurality of types of 
authentication riVes, unit authentication rule 
information receiving means for receiving the 
information for one type of authentication rule owned 
by the digital AV lata receiving unit, transmitting- 
side authentication jrule fetching means for fetching an 
authentication rule lowned by the digital AV data 
receiving unit from the transmitting-side plurality- 
of-authentication-rules storing means in accordance 
with the information tor the authentication rule 
received by the unit Authentication rule information 



V 
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receiving means, and transmitting-side authenticating 
means for performing the authentication in accordance 
with the fetched authentication rule; and 

a digital AV data receiving unit having at least 
authentication requesting means for requesting the 
authentication, receiving-side authentication rule 
storing means for storing one type of the authentication 
rule of its ovm, authentication rule information 

\ 

transmitting means for transmitting the information for 
the authentication rule, and receiving-side 

\ . . 

authenticating means for performing authentication in 
accordance with the authentication rule between this 
authenticating meWns and the transmitting unit. 

10 . A digital\ AV data transmitting unit comprising 
r at loQOt : 

control criterion storing means storing a 
predetermined contitol criterion; 

control-cr iteripn reference deciding means for 
deciding whether to prefer to the control criterion in 
the control criterion storing means in accordance with 
the type or significance degree of a digital AV data 
receiving unit when receiving an authentication request 
from the digital AV dkta receiving unit; 

authentication deciding means for deciding whether 

i 

to perform authentication in accordance with the control 

i 
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ft 



criterion or deciding the type of authentication by 
referring to the control criterion in accordance with 
the decided result; and 

authenticating means for performing authentication 
in accordance with the decision by the authentication 



deciding means an 



(|apr 
I 



edetermined authentication rule 



11. The dial tWi AV data transmitting unit according 

I 

to claim 4 or 10, wherein the control criterion is a 
reference list (CRIl) capable of identifying an illegal 
or legal digital AV^ data receiving unit. 

12. The digitau. AV data transceiving system 
according to claim 9 ,1 wherein two or more of the receiving 
units are connected Ito the transmitting unit so that 

dH be t ri ex ii d l el. n 
receiving unit; 



digital data can be transferred between the transmitting 
unit and the receiving units 

13. A digital Avjdata transmitting unit comprising 
,at — Lqc t s ^: 1 

transmitting-sidl plural ity-of -authentication- 

t 

rules storing means spoj 
authentication rules ; 

deciding means for deciding the 
digital AV data; 
authentication selecting means 
of authentication rule from the 



>ring a plurality of types of 



data significance 
significance degree of 

transmitting- side 
for selecting one type 



transmitting- side pludal ity-of -authentication-rules 
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storing means in accordance with a decision result by 

the data significance deciding means; 

unit authentication rule information receiving 

means for Receiving the information for one type of 

authentication rule owned by single-authentication 

digital AV d\ata receiving unit; 
\ 

transmitting-side authentication fetching means 

\ 

for fetching a^n authentication rule owned by the 
single-authentication digital AV data receiving unit 
from the transmitting-side plurality-of- 
authentication-rules storing means in accordance with 

V 

the information for the authentication rule received by 
the unit authentication rule information receiving 
means; and 

transmitting-lside authenticating means for 

\ 

performing authentication in accordance with an 

\ 

authentication rulelobtained from the transmitting-side 

plurality-of-authentication-rules storing means or the 

transmitting-side authentication fetching means. 

14. A digital aV data transceiving system 

\ 

comprising : 

a digital AV data transmitting unit having at least 
transmitting-side plural ity-of -authentication- rules 
storing means storing a plurality of types of 
authentication rules, data significance deciding means 
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for deciding the significance degree of digital AV data, 
transmltting-side authentication selecting means for 
selecting one type of authentication rule from the 
transmitting- side plural ity-of -authentication-rules 
storing means in accordance with a decision result by 
the data significance deciding means, unit 
authentication rule information receiving means for 
receiving the information for one type of authentication 
rule owned Vby single-authentication digital AV data 
receiving unit, transmitting-side authentication 
fetching meaias for fetching an authentication rule owned 
by the single-authentication digital AV data receiving 
unit from the\ transmitting-side plurality-of - 
authentication-rules storing means in accordance with 

\ 

the information for the authentication rule received by 
the unit authentication rule information receiving means , 
and transmitting-side authenticating means for 
performing authentication in accordance with an 
authentication rule obtained from the transmitting-side 
plurality-of-autl\entication-rules storing means or the 
transmitting-sidel authentication fetching means; 

a plurality-ot-authentications digital AV data 
receiving unit having at least authentication requesting 
means for requesting the authentication, receiving-side 
plurality-of-authenltication-rules storing means 
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stopping the plurality of types of authentication rules 

same, as those stored in the transmitting-side 

authentication rule storing means, receiving-side 
\ 

authentication selecting means for selecting an 
authentication rule same as the predetermined 
authentication rule selected by the transmitting-side 
authentication selecting means from the receiving-side 
pluralityVof-authentication-rules storing means, and 
receiving-side authenticating means for performing 
authentication in accordance with the authentication 
ru le selected by the receiving side; and 



a single-Wuthentication digital AV data receiving 
unit having at \east authentication requesting means for 
requesting authentication, receiving-side single- 
authentication Aale storing means for storing one type 
of authentication rule of its own, authentication rule 

v 

information transmitting means for transmitting the 

v 

information for the authentication rule, and 
receiving-side authenticating means for performing 
authentication in accordance with the authentication 
rule between this meaps and the digital AV data 
transmitting unit . 

15. The digital A^ data transceiving system 
according to claim 14, Vherein the plurality-of- 
authentications digital Av data receiving unit has the 



\ 
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functions of the digital AV data transmitting unit and 

the digital AV data transmitting unit has the functions 

of the \plurality-of-authentications digital AV data 

receiving unit. 

16. yrhe digital AV data transceiving system 

according\to claim 15 , wherein two or more of the digital 
\ 

AV data transmitting units having the functions of the 
plurality-o^-authentications digital AV data receiving 
unit or two o^r more of the plurality-of-authentications 
digital AV da\a receiving units having the functions of 
the digital AV tiata transmitting unit are connected each 

L 

digital AV data \ receiving units are connected so that 



other and two or more of the single-authentication 



digital AV data tan be transferred each other. 

\ 

17. A transiAitting unit comprising: 

enciphering mlans for enciphering digital AV data 
at a plurality of Levels corresponding to the 
significance degree \of the data; 

authenticating means for performing authentication 
requested from a receiving unit for receiving the 
enciphered digital Av\lata; 

level deciding meani for deciding an authentication 
level authenticated by wie authenticating means; and 

decoding-inf ormatiom selecting means for 
transmitting the decoding\ information having levels 



• # 
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equal toland lower than the decided authentication level 
to the receiving unit in accordance with a request for 
the decodjlng information for decoding the enciphered 
digital A\A data. 

18. A\receiving unit comprising: 

level deciding means for an authentication level 

necessary to\ decode the enciphered data received from 
\ 

a transmitting unit for transmitting digital AV data 

enciphered at 4 plurality of levels corresponding to the 

significance degree of data; 

authenticating means for requesting the 
\ 

authentication df the decided authentication level to 

\ 

the transmitting* unit ; and 

decoding-inf ormation requesting means for 
requesting the deciding information for the enciphered 
data having levels^equal to and lower than the 
authentication leve^L to the transmitting unit. 

19. A digital AV data transceiving system 
comprising: \ 

a transmitting unit having enciphering means for 
enciphering digital Av data at a plurality of levels 
corresponding to the significance degree of the data, 
authenticating means f<^r performing authentication 
requested from a receiving unit for receiving the 
enciphered digital AV davta , level deciding means for 
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deciding an \uthentication level authenticated by the 
authenticating\means , and decoding-inf ormation 
selecting means \for transmitting the decoding 
information having levels equal to and lower than the 
decided authentication level to the receiving unit in 
accordance with a request for the decoding information 
for decoding the enciphered digital AV data; and 

a receiving unit^ having level deciding means for 
deciding an authentication level necessary to decode the 
enciphered data received from the transmitting unit, 



:Lr r 



authenticating means for requesting the authentication 



of the decided authentication level to the transmitting 



unit; and decoding-inf irmation requesting means for 
requesting decoding information having levels equal to 
and lower than the authentication level to the 
transmitting unit . 



20. A transmitting 



at a plurality of level 
significance degree of 



unit comprising: 



enciphering means for enciphering digital AV data 



. 3 corresponding to the 
:he data; 

authenticating means for performing the 
authentication requested! from a receiving unit for 

digital AV data; 
level deciding meanslfor deciding an authentication 
level authenticated by the authenticating means ; and 



receiving the enciphere 
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decpding-inf ormation selecting means for 
transmitting the decoding information having levels 
equal to or lower than the decided authentication level 
to the receiving unit in accordance with a request for 
the decoding information for decoding the enciphered 
digital Av\data from the receiving unit, 

whereim the decoding-inf ormation selecting means 
transmits requested decoding information to the 
receiving unit without performing the authentication 
procedure wheny decoding information is next requested 
from the receivtLng unit and the request is the decoding 
information having a level equal to or lower than the 
decided authentication level. 

21. A receiving unit comprising: 

level decidinq means for deciding an authentication 
level necessary to \decode the enciphered data received 
from a transmitting! unit for transmitting the digital 
AV data enciphered atW plurality of levels corresponding 
to the significance degree of data; 

authenticating mqans for requesting the 
authentication of the c^ecided level to the transmitting 
unit; and 

decoding-inf ormatidn requesting means for 
requesting decoding information for the enciphered data 
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having a jevel equal to or lower than the authentication 
level to phe transmitting unit, 

where\n the decoding-inf ormation requesting means 
requests decoding information having a level equal to 



or lower than the authentication level without 
\ 

requesting t^ie authentication when requesting the 

\ 

decoding information to the transmittxng unit. 

\ 

22. A di^i tal AV data transceiving system 
comprising: \ 

a transmitting unit having enciphering means for 
enciphering dig\_tal AV data at a plurality of levels 
corresponding to\ the significance degree of the data, 
authenticating means for performing the authenticating 
requested from a V ece i v i n< 3 unit for receiving the 
enciphered digital\ AV data, level deciding means for 
deciding an authentication level authenticated by the 
authenticating means, and decoding-inf ormation 

V 

selecting means for transmitting decoding information 
having a level equal\to or lower than the decided 
authentication level an accordance with a request for 
the decoding information for decoding the enciphered 

\ 

digital AV data to the\ receiving unit, wherein the 
decoding-inf ormation selecting means transmits 
requested decoding information to the receiving unit 
without performing the authentication procedure when the 
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decoding information is requested from the receiving 

unit and the request is the decoding information having 

a level equal t<t> or lower than the decided authentication 

level ; and \ 

receiving ^nit having level deciding means for 

decidinq an authentication level necessary to decode the 

\ 

enciphered data deceived from the transmitting unit, 
authenticating means for requesting the authentication 
of the decided authentication level to the transmitting 
unit, and decodin^-inf ormation requesting means for 
requesting decodind information having a level equal to 
or lower than the authentication level to the 
transmitting unit, wherein the decoding-inf ormation 
requesting means fori requesting decoding information 
having a level equal to or lower than the authentication 
level without performing the authentication when 
requesting the decoding information to the transmitting 
unit . 

23 . A digital AV data transmitting method 
comprising the steps oft 

performing authentication for an authentication 
request sent from a receiving-side unit, deciding the 
level of the authentication; and 



transmitting the decoding information of each of 

zorresponc 

\ 



enciphering methods corresponding to an authenticating 
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method having a level equal to the authentication level 

and an authenticating method having a level lower than 

the authentication level to the receiving-side unit in 

accordance with a request for the decoding information 

sent from the receiving-side unit. 
\ 

24. \ A digital AV data transmitting method 
\ 

comprising the steps of: 

deciding an authentication level corresponding to 
the decoding information requested from a receiving- 
side unit A 

comparing the authentication level with an 
authentication level executed with the receiving unit 

\ 

in the pasty and 

transmitting the decoding information requested 
from the receiving-side unit when the decided 
authentication level is equal to or lower than the past 
authenticatioli level . 

25 . A digital AV data transmitting unit comprising : 

tr an smitt ding- side plural ity-of-authenti cat ion- 
rules storing means storing a plurality of types of 
authentication Wules ; 

transmi ttina- s ide authentication selecting means 
for selecting one type of authentication rule from the 
transmitting- side plural ity-of -authentication-rules 
storing means; and 
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trai^smitting-side authenticating means for 
performing authentication in accordance with the 
selected authentication rule, 

whereiq a digital AV data receiving unit or the 
digital AV data transmitting unit for requesting 
authentication , selecting one type of authentication 
rule from receiving-side plurality-of- 

authentication\rules storing means storing a plurality 
of types of authentication rules same as those stored 
in the transmittiing-side plurality-of- 
authentication-r^les storing means, and performing 
authentication in\ accordance with the selected 
authentication ruie , or the transmitting unit selects 
an authentication rule in accordance with a result of 
deciding the significance degree of data, a unit which 
decides the significance degree transmits the 

\ 

information for the selected authentication rule to a 
unit which does not decide the significance degree, the 
unit which does not decide the significance degree 
selects the same authentication rule in accordance with 
the information. 

26. A digital AV data receiving unit comprising: 



at least authentication requesting means for 

\ 

requesting authentication to a digital AV data 
transmitting unit for selecting one type of 



- 108 - 



authentication rule from a transmitting-side 
plural\ity-of-authentication-rules storing means 
storing a plurality of authentication rules and 

\ 

performing authentication in accordance with the 



selected^authentication rule ; 

receiving- side plural ity-of -authentication rules 
storing means storing a plurality of authentication 
rules same as those stored in the transmitting-side 
plurality-on-authentication-rules storing means; and 

receiving-side authenticating means for performing 
authentication in accordance with the selected 
authentication^ rule , 

wherein the transmitting unit or receiving unit 
selects an authentication rule in accordance with a 
result of deciding the significance degree of data, a 
unit which decidesfche significance degree transmits the 
information for the selected authentication rule to a 
unit which does not decide the significance degree, and 
the unit which does lot decide the significance degree 
selects the same authentication rule in accordance with 
the information. 

27. A digital AV ilata transceiving system 
comprising : 

a digital AV data transmitting unit having arfcr-te-a-s-t 
transmitting-side plurallty-of -authentication- rules 
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storing mekns storing a plurality of authentication 
rules , transmitting-side authentication selecting means 
for selecting one type of authentication rule from the 
transmittingV-side plural ity-of -authentication- rules 
storing meansi, and transmitting-side authenticating 
means for performing authentication in accordance with 
the selected authentication rule; and 

a digital \AV data receiving unit having at least 
authentication Irequesting means for reguesting the 
authentication ,\ receiving-side plurality-of- 
authentication-rules storing means storing a plurality 
of type of authentication rules same as those stored in 
the transmitting-Aside plural ity-of -authentication- 
rules storing means, receiving-side authentication 
selecting means for\ selecting one type of authentication 
rule from the receiving-side plurality-of - 
authentication-rule^ storing means, and receiving-side 
authenticating means\ for performing authentication in 
accordance with the selected authentication rule, 

wherein the transmitting unit or receiving unit 
selects an authentication rule in accordance with a 
result of deciding thei significance degree of data, a 



unit which decides the significance degree transmits the 

\ 

information for the selected authentication rule to a 

>t deci\i€ 

\ 

\ 



unit which does not decide the significance degree, and 



\ 
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the unit which does not decide the significance degree 
selects the same authentication rule in accordance with 

\ 

the information. 

28.1 A digital AV data transmitting unit comprising 
-a4: 3r&a~s4i : 

transmitting- side plural ity-of -authentication- 
rules storing means storing a plurality of types of 
authentication rules; 

transLitting-side authentication selecting means 
for selecting an authentication rule same as an 
authentication rule selected by a digital AV data 
receiving urlit for requesting authentication, deciding 
the significance degree of digital AV data, selecting 
one type of authentication rule from receiving-side 
plurality-of-authentication-rules storing means 
storing a pluraVity of types of authentication rules same 
as those stored in the transmitting-side plurality- 
of-authentication-rules storing means in accordance 
with the decisiomresult , and performing authentication 
in accordance with\the selected authentication rule from 
the transmitting- aide plural ity-of -authentication- 
rules storing means; and transmitting-side 

v 

authenticating means for performing authentication in 
accordance with the \selected authentication rule. 
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29. A digital AV data receiving unit comprising a-b* 

authentication requesting means for requesting 
authentication to a digital AV data transmitting unit 
for selecting an authentication rule same as a 
predetermined! authentication rule selected at the 
receiving side from a transmitting-side plurality- 
of-authenticat^.on-rules storing means storing a 
plurality of types of authentication rules and 
performing authentication in accordance with the 
selected authentication rule; 

receiving-silde plural ity-of -authentication-rules 
storing means storing a plurality of types of 
authentication ruVes same as those stored in the 
transmitting-side \plurality-of -authentication- rules 
storing means; 

data significance deciding means for deciding the 
significance degree \of digital AV data; 

receiving-side authentication selecting means for 
selecting one type of authentication rule from the 
receiving- side plur a 1 a. ty-of -authentication- rules 
storing means in accordance with a decision result by 
the data significance deciding means; and 



\ 
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receiving-side authenticating means for performing 
authentication in accordance with the selected 
authentication rule . 

30. ^ digital AV data transceiving system 
comprising? 

a digital AV data transmitting unit having -crL luas L~ 

\ 
\ 

transmitting- side plural ity-of -authentication- rules 

\ 

storing means storing a plurality of types of 
\ 

authentication rules, transmitting-side authentication 

selecting mearis for selecting an authentication rule 

same as a predetermined authentication rule selected at 

\ 
\ 

the receiving s v ^Lde from the transmitting-side 

plurality-of-au4hentication-rules storing means, and 

transmitting-sidfc authenticating means for performing 

authentication ir^ accordance with the selected 

authentication ruJ\e; and 

a digital AV data receiving unit having at least 

authentication requesting means for requesting the 

\ 

authentication , receiving- side plural ity-of - 
authentication-rules \storing means storing a plurality 
of types of authentication rules same as those stored 

\ 

in the transmitting-side plurality-of- 
authentication-rules storing mean, data significance 
deciding means for deciding the significance degree of 
digital AV data, receiving-side authentication 
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selecting ;neans for selecting one type of authentication 
rule from rthe receiving-side plurality-of- 
authentica^ion-rules storing means in accordance with 
a decision Result by the data significance deciding means , - 



\ 



and receiving-side authenticating means for performing 
authentication in accordance with the selected 
authentication rule . 

31 . A digital AV data transmitting unit comprising: 
authenticating means for performing authentication 
by selecting one type of authentication rule out of a 
plurality of tyles of authentication rules, control 
criterion storing means storing a predetermined control 
criterion for a Deceiving unit, and authentication 
deciding means for deciding whether to perform 
authentication by referring to the stored control 
criterion when receiving an authentication request from 
the receiving unit/ 

wherein the identification information for the 
control criterion corresponding to the receiving unit 
is provided for the receiving unit for requesting the 
authentication from amexternal control center when the 
receiving unit has only a function for performing 
authentication in accordance with only an low- 
significance-degree authentication rule incapable of 
having the control criterion and the authentication 
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:iding m^a 



deciding m^ans of the transmitting unit receives the 
identification information when requesting the 
authentication but cancels the authentication when the 
identification information- is unqualified for 

authentication . 

\ 

32. A digital AV data receiving unit comprising: 
authentication requesting means for requesting 
authentication! to a digital AV data transmitting unit 
having authentication deciding means for deciding 
whether to perform authentication by referring to a 
predetermined control criterion for the receiving unit 
stored in control criterion storing means when receiving 
an authentication! request from the receiving unit and 
authenticating means for performing authentication in 
accordance with on]\y the low-significance-degree 
authentication rule\ incapable of having the control 
criterion, to which identification information for the 
control criterion corresponding to the receiving unit 
is given from an external control center, 

wherein the authentication deciding means of the 

\ 

transmitting unit receives the identification 
information when requesting the authentication but 
cancels the authentication when the identification 
information is unqualified for authentication. 
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33. A dilgital AV data transceiving system 

comprising: ' 
\ 

a digital ' AV data transmitting unit having 
authenticating^ means for performing authentication by 
selecting one type of authentication rule out of a 
plurality of t^jpes of authentication rules, control 
criterion storing means storing a predetermined control 
criterion for a receiving unit, authentication deciding 
means for deciding whether to perform authentication by 
referring to the sltored control criterion when receiving 
an authentication! request from the receiving unit; and 

a digital AV pata receiving unit having for 
requesting the authentication to the transmitting unit 
and authenticating Weans for performing authentication 
in accordance with \only the low-significance-degree 
authentication rule! incapable of having the control- 
criterion, to which the identification information for 

i 

the control criterion corresponding to the receiving 
unit is given from an\ external control center, 

wherein the authentication deciding means of the 
transmitting unit receives the identification 
information when requesting the authentication but 
cancels the authentication when the identification 
information is unqualified for authentication. 
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34 . The digiltal AV data transmitting unit according 
to claim 31, wherein the predetermined control criterion 
is a reference lipt capable of identifying an illegal 



or unjust digital |AV data receiving unit and the 

1 

identification information serves as an ID for the 

I 

control criterion jporresponding to the receiving unit 
and a signature for the ID. 

35 . The digitall AV data transmitting unit according 
to claim 34, wherein the authentication deciding means 
cancels the authentication when at least either of the 
ID and the signature! is unqualified for authentication. 

36 . The digitaltAV data transmitting unit according 
to claim 34 or 35 , wlherein the signature is generated 
by using an identification ID previously intrinsically 
added to each receiving unit. 

i 

37. The digital IAV data receiving unit according 
to claim 32 , wherein thle predetermined control criterion 
is a reference list capable of identifying an illegal 
or unjust digital AV cL 



identification inf orma 
control criterion corr 



ata receiving unit and the 



tion serves as an ID for the 
Bsponding to the receiving unit 
or a signature for the! ID. 

38. The digital AV data receiving unit according 
to claim 37, wherein the authentication deciding means 
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cancels the authentication when at least either of the 
ID and the signature is unqualified for authentication. 

39. The \digital AV data receiving unit according 
to claim 37 or 38, wherein the signature is generated 
by using an identification ID previously intrinsically 
added to each deceiving unit. 

40. The digital AV data transceiving system 
according to claim 33 , wherein the predetermined control 
criterion is a reference list capable of identifying an 
illegal or unjustldigital AV data receiving unit and the 
identification information serves as an ID for the 
control criterion corresponding to the receiving unit 
and a signature fo\- the ID. 

\ 

41. The digitau_ AV data transceiving system 
according to claim 40, wherein the authentication 

\ 

deciding means cancels the authentication when either 

\ 

of the ID and the signature is unqualified for 
authentication . 

42. The digital Av data transceiving system 
according to claim 40 or 41, wherein the signature is 
generated by using an identification ID previously 

Lach r< 



intrinsically added to 




i 



receiving unit 



medium storing a program tor realizing all 
or some of functions owned\by ea^hnrofn^oxi^ntor step owned 



\ 
\ 
\ 



